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Abstract 
Fourth-generation synchrotron radiation sources, char-

acterized by ultra-high brightness and nanometer-scale 
spatial resolution, have become core facilities for cutting-
edge scientific research. The Hefei Advanced Light Source 
comprises nearly 2,000 magnet power supplies that require 
remote online adjustment and synchronized current setting 
to meet the beam-physics requirements. This paper pro-
poses a distributed control system architecture to address 
the control requirements of large-scale magnet power sup-
plies. At the hardware level, server clusters are built and 
virtualization technology is leveraged to provide highly 
available system services. At the network level, a star-to-
pology Ethernet network and a synchronized timing net-
work are constructed. At the software level, a custom com-
munication protocol enables remote monitoring and con-
trol of the magnet power supplies. In addition, data security 
and efficient deployment are also addressed. The proposed 
distributed control system provides a scalable solution for 
large-scale magnet power-supply management in fourth-
generation light sources.  

INTRODUCTION 
The Hefei Advanced Light Source (HALF) is a fourth-

generation synchrotron radiation light source operating in 
the low-energy regime, based on a diffraction-limited stor-
age ring (DLSR) [1, 2]. The HALF accelerator complex 
comprises an injector and an electron storage ring. The in-
jector, consisting of a full-energy linear accelerator (linac) 
and a beam transport line, generates high-energy electron 
beams. The storage ring operates at 2.2 GeV and achieves 
a horizontal natural emittance of 86 pm·rad. This diffrac-
tion-limited storage ring, characterized by its ultra-low 
emittance, is pivotal for realizing high-performance syn-
chrotron radiation. The storage ring utilizes a modified hy-
brid 6-Bend Achromat (6BA) lattice structure, which in-
corporates numerous dipole, quadrupole, sextupole, and 
octupole magnets, as well as fast orbit correctors [3]. Con-
sequently, a large number of power supplies is required to 
energize these magnets and coils. 

Magnet power supplies modulate the magnetic field 
strength by regulating the output current, thereby control-
ling the particle beam trajectories. Remote control of the 
injector and storage-ring power supplies includes current 
setting and readback, status monitoring, fault detection, 
and alarm handling. Effective control of these magnet 
power supplies is critical to the stability and quality of the 

synchrotron radiation. Specifically, HALF uses 1,998 
power supplies to provide stable current for magnets dis-
tributed along the 366-m-long injector and the 480-m-cir-
cumference storage ring. Given the large number of de-
vices and their wide spatial distribution, a distributed con-
trol architecture is essential for reliable online adjustment 
and monitoring [4, 5]. 

Previous studies have reported control-system architec-
tures for light sources and accelerator facilities, as well as 
software frameworks and EPICS-based implementations 
[6, 7, 8]. Building on these developments, this paper pre-
sents a magnet power-supply control system for HALF 
with a focus on system-level implementation, including 
distributed architecture design, a custom communication 
protocol, scalable IOC deployment, and secure access con-
trol. These elements, together with batch-configurable con-
trol software, enable distributed control of large numbers 
of magnet power supplies. 

DESIGN AND IMPLEMENTATION 
Architecture 

The architecture of the power supply control system is 
illustrated in Fig. 1. The distributed control is implemented 
via a network infrastructure, providing Ethernet communi-
cation as the channel for data exchange between the power 
supplies and the upper-level control software. To achieve 
effective monitoring and control of the power supplies, 
which are distributed across various equipment rooms, 
dedicated network switches are deployed to provide net-
work access. The control system network is logically di-
vided into multiple Virtual Local Area Networks (VLANs) 
to improve network efficiency and enhance security. 

 

 
Figure 1: The system architecture. 

The control network adopts a standard hierarchical struc-
ture, comprising the access layer, the aggregation layer, 
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and the core layer. Access switches are installed in the 
power supply equipment rooms and are directly connected 
to the power supplies via network cables. Aggregation 
switches are deployed in the control equipment rooms and 
communicate with the access switches via optical fibers. 
The core switches, serving as the backbone of the control 
network, utilize a redundant configuration and are located 
in a Class-B data center server room equipped with reliable 
power supply and environmental controls. 

In addition to network-based control, a subset of power 
supplies requires pulse-based synchronous control. Since 
the corrector magnets in the storage ring need to modulate 
their magnetic fields synchronously to achieve global 
beam orbit correction, synchronous controllers for the 
power supplies have been deployed. The controller re-
ceives trigger signals from the local stations of the timing 
system [9], fans them out, and transmits them via optical 
fibers to all power supplies requiring synchronization. 
Upon receiving the signal, the power supplies immediately 
adjust their output currents according to pre-configured 
setpoints. 

For the machine protection of the injector and the storage 
ring, the status of the dipole magnets is a critical monitor-
ing target. Consequently, the status signals from these 
power supplies must also be hardwired into the facility's 
Interlock Protection System. Once a fault or abnormal con-
dition is detected by the interlock controller, the beam will 
be immediately terminated. 

Timing Network 
The slow feedback of the beam trajectory requires that 

the power supplies for the slow correction magnets syn-
chronously adjust their current setpoints. The synchroniza-
tion signals for the power supplies are generated by local 
timing stations distributed across different equipment 
rooms. Fan-out modules in the 10 power supply halls re-
ceive the synchronization signals from the local timing sta-
tions and distribute them to all slow-correction magnet 
power supplies that require synchronization. Optical fiber 
is used as the signal transmission medium to ensure im-
munity to electromagnetic interference in the environment. 
The timing structure of the power supplies is shown in 
Fig. 2. 

 
Figure 2: The timing structure. 

Communication Protocol 
The remote control of HALF power supplies is imple-

mented via RJ45 network interfaces using TCP/IP commu-
nication. The remote-control functions defined in the 

protocol primarily include: setting and reading back the 
power   status, setting and reading back current values, pre-
loading current setpoints for synchronized triggering, ac-
quiring power supply status and threshold settings, and re-
setting faults. 

Communication adopts a command-response mode, 
where the digital control card of the power supply func-
tions as the server and the control software acts as the client. 
Control commands are ASCII-based strings, initiated by 
the start character '@' and terminated by the end character 
'#'. The control commands are categorized into read and 
write operations, following the format: “@ + W/R + Con-
trol Code + Setpoint + Checksum + #”. The control code 
designates specific functions, such as powering the supply 
on/off or setting current values. The checksum is calculated 
as the arithmetic sum of all bytes in the command frame. 
Both the control codes and checksums are represented in 
hexadecimal characters. An example of communication 
between the power supply and the control system is shown 
in Fig. 3. 

 
Figure 3: Example of Data Communication. 

Read and write operations on the power supplies are im-
plemented by defining distinct control codes. For instance, 
'W81' designates switching the power supply on or off, 
while 'R81' designates reading the status of the power 
switch. For current read/write operations, 'W82' sets the 
current value, 'R82' reads the set current value, and 'R84' 
reads the current output value. Regarding the response 
code returned by the power supply, a value of 0x00 indi-
cates normal operation, whereas other values denote errors. 
The power supply status is represented by two bytes, with 
each bit corresponding to a specific fault type, including 
cooling water failure, DCCT failure, output over-current, 
output over-voltage, etc. 

Control Software 
The control software for the magnet power supplies is 

based on EPICS 7 and runs on the Debian 12 operating sys-
tem. The Input/Output Controller (IOC) application soft-
ware utilizes StreamDevice and asynDriver [10] modules 
as data communication drivers, acquiring parameters and 
status from each power supply via periodic polling. The ar-
chitecture of the control software is illustrated in Fig. 4. 
The HALF magnet power supply system employs a total of 
30 IOCs, the majority of which are hosted on virtual ma-
chines. However, to ensure operational efficiency, the 
IOCs for the corrector magnets of the storage ring are 
hosted on physical servers. 



 
Figure 4: Architecture of the control software. 

Efficient deployment is critical because a single IOC 
typically controls dozens of power supplies. Techniques 
such as templates and macro substitution are employed to 
facilitate the rapid configuration and deployment of the 
IOCs. Furthermore, a Python-based tool has been devel-
oped to generate mapping lists correlating power supply 
names with their IP addresses and ports, thereby enabling 
the efficient generation of template files. 

The system operator interface (OPI) is developed based 
on the Phoebus platform [11]. This interface encompasses 
control functionalities for both the injector and storage ring 
power supplies. Additionally, multiple Python scripts have 
been integrated to facilitate functions such as the configu-
ration of polling intervals, one-click startup and shutdown 
operations, and parameter setting based on predefined data. 

Data Access Security 
To further enhance system security, the Lightweight Di-

rectory Access Protocol (LDAP) [12, 13] is utilized in the 
development and operation of the IOCs. LDAP provides 
unified authentication and access policy management, en-
suring both the security of access to control data and man-
agement efficiency. LDAP accounts are categorized into 
three groups: the 'DEFAULT' group comprises all login-
enabled users without specific designation; 'csusers' con-
sists of all staff members in the controls department; and 
the 'csexperts' group includes IOC developers and opera-
tional accounts. 

Access security management is implemented within the 
IOC environment. Access control is enforced by configur-
ing the Access Security Group (ASG) field for individual 
records within the IOC database files. Concurrently, an Ac-
cess Security Configuration (.acf) file is created to define 
read and write privileges for distinct user groups, and this 
file is referenced in the IOC start-up script. Specifically, 
read access to power supply records remains unrestricted, 
whereas write access is governed by three distinct security 
levels: Level 1 permits write operations by all users; Level 
2 restricts write access exclusively to members of the 'csex-
perts' group; and Level 3 grants write privileges to 

members of both the 'csusers' and 'csexperts' groups. The 
integration of LDAP account management with these ac-
cess protocols significantly enhances the security of the 
power supply control system. 

Performance Evaluation 
Although standard operations, such as switching power 

supplies on/off or writing target current values, have low 
timing stringency, minimizing latency is critical for the 
synchronous triggering of corrector magnets to ensure syn-
chronized beam orbit correction. Two comparative experi-
ments were conducted to evaluate performance. In the first 
experiment, current setpoints were written sequentially to 
the Process Variables (PVs) of twenty corrector magnet 
power supplies. In the second experiment, target current 
values for synchronous triggering were first pre-loaded 
into all power supplies; subsequently, a timing device was 
used to fan out a pulse serving as the trigger signal. Upon 
receiving this trigger, the power supplies immediately 
ramped their output according to the pre-stored target val-
ues. An oscilloscope was employed to capture the current 
profiles of the first and last power supplies and to measure 
the time delay between their respective rise times. The re-
sults indicate that the conventional sequential setting 
method resulted in a delay of 424 ms. In contrast, the syn-
chronous trigger method achieved a delay of only 440 μs, 
as shown in Fig. 5. Consequently, the synchronous control 
scheme ensures that all power supplies achieve synchro-
nized output changes within 1 ms, demonstrating superior 
real-time performance. 

 

 
Figure 5: Time delay of current ramping. 

CONCLUSION 
The magnet power supply control system of HALF em-

ploys a distributed control architecture to enable remote 
operation and monitoring. A customized communication 
protocol supports the extension of control commands, en-
suring system flexibility. Furthermore, the implementation 
of data access policies has enhanced system security. The 
timing signal-based synchronous current setting scheme 
enables the storage ring corrector magnets to modulate 
their currents simultaneously within an extremely short 
timeframe. Test results indicate that the latency of current 
synchronization satisfies application requirements. The 
system has been developed and will be commissioned in 
coordination with the HALF facility's construction time-
line. 
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