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The Electron-Ion Collider (EIC) aims to unlock the secrets of the strong nuclear force and revolutionize our
understanding of the fundamental structure of visible matter. It is being built at Brookhaven National Labora-
tory (BNL) and could possibly be the only large collider built in the world in the next 20-30 years, during the
“Age of AI”. This creates the very unique opportunity for a complete AI/ML lifecycle of a large-scale state-of-
the-art scientific research facility, but also many challenges, as this lifecycle overlaps with a rapidly changing
cybersecurity landscape. Standards, regulations, and guidance are likely to be released (and then possibly
revised) at the same time that design, construction, and then finally operations of the EIC must proceed. We
present the use of the new Trust, Identity, Privacy, Protection, Safety, and Security (TIPPSS) framework from
the IEEE/UL 2933 TIPPSS standard as a framework for scientific research facilities. This will enable us to
design and build a safe and secure infrastructure, and robust trust and identity architecture, to protect the
scientific instrument ecosystem as we enable “AI readiness”and AI/ML deployment (especially at scale) in the
face of increasing cybersecurity challenges, using the EIC as a case study.
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